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Abstract 

Modern society has become increasingly dependent on the resilience of critical infrastructures 

(CI), such as electricity distribution, telecommunications, and IT infrastructure. These systems can 

be interdependent in a variety of ways.  The dependencies may lead to a situation where a failure 

in one system can cause failures in other systems. The comprehension of failure interdependencies 

is important for the continuous functioning of CI, especially from the viewpoints of preparedness 

and the response. The sector-specific interdependencies are usually well known but there is a lack 

of comprehension of the cross-sector interdependencies. This paper presents a qualitative method 

for identifying and describing the CI service failure interdependencies. The proposed method is a 

scenario-based approach in which CI stakeholders create a common understanding of the causes 

and effects of a described threat scenario. The method can be used to identify and describe the 

potential sector-specific and cross-sector failure interdependencies. Through the method, we have 

identified and described the interdependencies between the failures in CIs together with domain 

experts involved in the Finnish regional preparedness committees and experts working in high-

level positions in CIs in Finland. The results of the case study can be utilized in the process of 

developing the preparedness and response activities in Finland. The method presented here can be 

applied in the process of identifying and describing the failure interdependencies in other countries 

and contexts. 
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 Introduction 

Critical infrastructure (CI), also called vital infrastructure or the lifeline system, are a network of 

independent, mostly privately owned systems that function collaboratively to produce and distribute a 

continuous flow of products and services so vital that its incapacity or destruction would have a weakening 

impact on societal functions and national security [1, 2]. CI includes several sectors, such as 

telecommunications, energy, transportation, and water [2, 3, 4, 5, 6, 7]. The CI systems have been found to 

be highly interconnected and dependent on the undisturbed functioning of other CI systems [2, 3, 4, 5, 6, 7]. 

For example, the failure in electric power network causes significant disruptions to the transportation and 

water systems [3] or to the ICT systems [5].  

When we are improving the resilience of critical infrastructures, the weak links are of special interest. 

These weak links, or vulnerable interconnections, may result into a situation, where a failure in one system 

can cause failures in other systems. These causal links are called infrastructure failure interdependencies 

(IFI) or interdependency failures [2, 3, 8, 9, 10, 11]. For example, a failure in telecommunications system 

(e.g. telecommunication networks base station) may affect the operating of the electricity distribution 

network, which in turn affects the other infrastructures in that area and can create a larger failure. Based on 

their characteristics, these interdependencies can be classified into physical (material flow dependency), 

cyber (information flow dependency), geographic (proximity based dependency), or logical (other 

mechanism) [12]. The extreme situation that can potentially develop through IFI’s is a so-called cascading 

failure (also called a cascade failure). Cascading failures are large-scale failures that begin with a relatively 

insignificant failure that propagates throughout a major portion of the infrastructure and potentially spreads 

to the other systems as well [2, 4, 6, 8, 9, 13, 14, 15, 16]. For example, an individually insignificant failure 

in the energy sector, such as a failure in a power line, can escalate to a bigger failure through infrastructure 

failure interdependencies and cause failures in other systems, such as in the water and transportation 

systems, which in turn have further societal impacts [2, 8, 16, 17, 18].  

The comprehension of IFIs is important for the protection of CI, especially from the viewpoints of 

preparedness and the response [2, 3, 4, 8]. In preparedness, the IFIs should be well known in order to 

develop system resilience against the causes of failures in order to reduce the vulnerabilities in CIs and 

prevent cascading failures from taking place [3, 8]. In the response, comprehension of the potential IFIs 

enables the development of situational awareness and information sharing between the various systems 

[16]. The sector-specific IFIs are usually well known. However, because the CIs are mostly privately-

owned systems, there is usually a lack of comprehension of the cross-sector IFIs [2, 4]. As Espada [4] 

writes, "Assessment and mitigation of cascading failures across infrastructures are the most challenging 

problems in critical infrastructure protection." 

The first problem is that the quality of the preparedness and the efficiency of the response is often 

insufficient because of each sector or even each organization has been considered separately instead of 

taking the system of CIs into account as a whole [2, 3, 4, 8, 11, 16, 19, 20]. The second problem is the lack 

of documentation and common concepts of the IFIs. The second problem is due to the fact that the 

knowledge related to the cross-sectors IFIs within organizations is distributed and common and consistent 

understanding of the system is missing [21].  

IFI’s have been studied widely in recent years, including the reasons for and effects of the IFIs, such as 

storms and their economic costs [16, 17, 19, 20, 22], and the modelling or simulation methods for 

describing the meaning of the IFIs [4, 5, 7, 9, 13, 15, 18]. However, the research on the qualitative methods 

that can be used to identify and document the critical IFIs based on expert knowledge, especially from the 

service interdependency perspective, appears to be insufficient. The focus has been mostly on the methods 

that classify the CIs and the IFIs, while the methods for collecting the data are often ignored or explained 

quite briefly [3, 12].   

The main objective of this study is to develop a qualitative method that can be used to identify and 

describe the potential sector-specific and cross-sector infrastructure service failure interdependencies (ISFI) 

of CIs that could occur in severe failure situations. The difference between IFI and ISFI here is that the IFI 

is considered as a broader concept of different types of infrastructure failure interconnections as described 

earlier while the ISFI focuses especially on the service level failure interdependencies between different 

infrastructures. This objective is studied via the following research questions: (1) How can sector-specific 
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ISFIs be identified and how can this information be structured and documented? (2) How can the identified 

sector-specific ISFIs be combined and documented into cross-sector ISFIs? (3) How can the identified and 

documented sector-specific and cross-sector ISFIs be illustrated and communicated to the stakeholders? 

The development of the method was performed as a case study in a project that was funded by the 

National Emergency Supply Agency of Finland. The goal of the project was to support the preparedness 

efforts of the regional preparedness committees. The committees consist primarily of electricity 

distribution, telecommunications and IT infrastructure. This was also set as the focus of the further 

inspection in this study. The focus of the study is limited to the infrastructure service interdependencies, i.e., 

the information system level interconnections and the quantitative perspective are left out at this stage. 

The paper consists of the following sections. The first section introduces the theme and states the goal 

and the limitations of the study. Section 2 reviews the previous related research on the topic. In Section 3, 

the materials used and the method developed are presented. The application of the method in a case is 

presented in Section 4. The fifth section includes the conclusion and the discussion. 

 Related research  

Despite the fact that the identification of the IFIs is vital to the protection of CI, few studies focus on 

extracting the failure dependencies based on expert knowledge. The lack of discussion of the qualitative 

methods for identifying the IFIs may be related to the fact that detailed information about the CI failure 

interdependencies is considered highly sensitive [23], and in most cases, the private CI operators are 

reluctant to share information about interdependencies and failures with the research community [24]. In 

addition, some of the methods are relatively difficult and expensive to organize, such as the interviewing 

methods [3]. In addition, in the scientific publications that focus on identifying infrastructure failure 

interdependencies, the more detailed focus is still on the methods for classifying CIs and IFIs, while the 

methods for collecting data are often ignored or explained quite briefly [3, 12].  

As presented by Ouyang [25], the empirical approaches can be divided into identification of frequent 

and significant failure patterns, quantification of interdependency-related indicators, and empirically-based 

risk analyses. These approaches are based on historical incident and accident data or on expert experience. 

Other approaches identified by Ouyang are agent-based approaches, system dynamics based approaches, 

economic theory based approaches, input-output based methods, network based approaches, and other 

approaches, such as a hierarchical holographic model or Bayesian network. The relevant empirical 

approaches are discussed in the following sections. 

Three publications [3, 10, 11] identify IFIs primarily from public news stories. In addition, they present 

a framework and a database for the identification of IFIs. The IFIs were identified from the public news 

stories that describe the 1998 Ice Storm in Canada [3, 10], the 2003 blackout in North America [10], and the 

2004 series of hurricanes (Charley, Frances, Jeanne) in Florida [10]. 

Laugé et al. [23] identified IFIs using an online questionnaire. Experts associated with CI organizations 

located in countries in Europe, North America, and Asia were contacted by email and asked to participate in 

the survey. The experts were asked to evaluate the magnitude (scale from: 0 = no effect, to: 5 = very high 

effect) of a failure that occurred in their own critical infrastructure if a failure occurred in another CI on 

such a level that it was unable to deliver products and services for the expert’s own CI during a certain 

period of time (six different time periods). As a result, tables were created that show the magnitudes of the 

IFIs between 11 CIs: energy, ICT, water, food, health, financial, public and legal order and safety, civil 

administration, transport, the chemical and nuclear industry, and space and research. The results offer 

general-level information about the IFIs but not detailed information, such as which parts of the CI would 

fail due to failures in part of another CI. 

Instead of identifying the IFIs, scientific publications focus more on the reasons for and the effects of the 

threats and interdependencies of CIs, such as storms and the economic cost of these [16, 17, 19, 20, 22], and 

the simulation and other methods that make it possible to analyze the cascade failures of specific scenarios 

after IFIs have been identified [4, 5, 7, 9, 13, 15, 18, 21, 24, 26].  These approaches provide insight for 

identifying failure patterns that occurred [25], while the yet to be occurred ones are left unfound. 

To conclude the literature review, there seems to be missing a documented scientific approach with clear 

focus on the qualitative identification of IFIs in a detailed way, especially cross-sector IFIs, and especially 

in cases where the knowledge of the IFIs is distributed among the experts’ tacit knowledge in several 

critical infrastructure systems. This article fills this gap in the scientific debate. This article focuses on the 
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qualitative identification of IFIs in a detailed way, including both the sector-specific and cross-sector IFIs, 

in a potential case study where the knowledge of IFIs is distributed among the experts’ tacit knowledge in 

several critical infrastructure systems. This study does not include quantitative analysis of any already 

occurred threats. The reasons for and the effects of the threats, such as storms and the economic cost of 

these are not either within the scope of this research. Unlike in several previous researches, we perform this 

study with the assistance of the local domain experts who possesses valuable tacit knowledge about the 

potential future scenarios and potential IFIs related to these. By building a system description with local 

domain experts we can promote the comprehensive development of the preparedness of the CI. Next, the 

relevant theories that are related to the research question are discussed briefly.  

 Collecting expert knowledge 

For collecting the qualitative information related to the infrastructure failures and potential 

interdependencies, expert knowledge collection methods can be used. The Delphi method was developed in 

the 1950s as a tool for forecasting future events using a series of intensive questionnaires that rely on a 

panel of experts [27]. Later, the Delphi method was developed further and has many variations, such as 

policy Delphi [28, 29], argument Delphi [30] and disaggregative policy Delphi [31]. Rowe and Wright [32] 

summarized the characteristics of the Delphi methods into anonymity, iteration, controlled feedback, and 

the statistical aggregation of group responses. Knowledge extraction is performed with iterative 

questionnaires that the facilitator arranges for selected experts, who are anonymous to each other. The 

iterated results are represented as statistical average, such as mean/median of the panelist estimates, and 

each expert member has an equal weighting.  

Expert knowledge can also be collected in collaborative sessions and one of the commonly used idea 

generation approaches is the brainstorming paradigm [33]. In the brainstorming paradigm, group members 

meet and are encouraged to come up with any ideas around a specific area of interest. In a brainstorming 

meeting, people are able to think more freely and speak out their own ideas and then build on the ideas 

raised by others. Challenges related to brainstorming are related especially in terms of productivity loss [34, 

35]. For instance, some participants may not be willing to speak out their ideas because they are afraid of 

negative criticism. Free-riding may occur if the participants are not motivated enough. Therefore, various 

other types of knowledge exchange techniques have been developed. Brainwriting is similar to 

brainstorming; the difference between them is that the participant writes down ideas instead of speaking 

them out loud [36]. Van de Ven and Delbecq [37] developed a Nominal Group Technique where ideas are 

written independently and subsequently shared within the group. Then, the ideas are ranked based on 

individual voting process. 

 Structuring collected information and visualizing causalities  

Structuring, analyzing and communication of the collected data is generally required in order to utilize 

the collected expert knowledge of the identified IFIs. Knowledge organization methods typically utilize 

visual aids. Gil-Garcia and Villegas [38] suggests six different patterns for knowledge organizers: 

hierarchical, conceptual, sequential, evaluative, relational, and cyclical. Hierarchical organizers include 

categories and sub-categories, matrixes, trees, and pyramids. Conceptual organizers include, e.g., mind 

maps, concept maps, and word webs. Sequential organizers are, e.g., time lines, chronologies, processes, 

and chains. Evaluative organizers are, e.g., agreement scales or evaluation charts, while relational 

organizers can be fish bones, pie charts, or characteristic charts. Cyclical organizers include cycle graphs, 

life cycles, and repetitive events. Depending on the nature of the collected information and the goals, the 

most suitable techniques should be selected. E.g., for documentation and structuring, the identified 

infrastructure failures' conceptual or hierarchical methods can be used, such as concept maps, mind maps, 

or hierarchical trees.  

The identified, documented, and structured infrastructure failures can be linked together by identifying 

the causal relationships between the relevant factors. In addition, that there is causal relationship between 

factors, the direction of the causality is generally also required. In CI studies, these failure causalities are 

generally documented using a table of dependencies [23, 39, 40, 41]. The table consists of CIs or other 

more specific factors, and it links the cause-effect relationship between them. The causality can be 
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unweighted, or it can be specified with, e.g., failure frequency [39, 40], change of failure [41], or with 

estimated consequences (cost) [23]. The documented interdependencies can be as described as physical 

(material flow dependency), cyber (information flow dependency), geographic (proximity based 

dependency), or logical (other mechanism) [12]. Depending on the type of the dependency, different 

modeling, and visualization possibilities can be applied.  

The visual representation of the relationships between variables is often required because the 

documented information can be vast, and it may be difficult to draw conclusions from the documented data 

otherwise. In CI studies, various different visualization methods are used, but the approaches vary greatly. 

Interdependencies are illustrated with, e.g., system models [14], cascade diagrams [7], or system diagrams 

[12, 41]. In common for the interdependency representations is the network type structure where nodes are 

connected with directed arcs indicating causality. In graph theory, a "graph is causal if every arrow 

represents the presence of an effect of the parent (causal) variable on the child (affected) variable" [42]. 

Depending on the purpose, the interconnection can be described as graphs or system description. E.g., for 

graphs, certain descriptive measures [41] can be calculated, whereas the system descriptions are built 

merely for illustration purposes. 

 Materials and methods 

In this study, we have developed a qualitative method that can be used to identify, document, and 

present the ISFIs on the basis of expert knowledge. The demand for the method comes from two sources, 

which are: 1) the research gap identified at the end of Section 2 – Related research, and 2) the requirements 

set by the Finnish regional preparedness committees. In the committees CI companies within specific areas 

of operation aim to develop their preparedness in cooperation. The requirements set for the approach by the 

regional preparedness committees were: (1) it should be based on expert knowledge; (2) it should provide a 

comprehensive description and documentation of ISFIs; (3) it should be applicable to different CI’s, and (4) 

it should be scalable from the regional level to the national level. 

 Expert knowledge 

The required domain-specific expert knowledge on the causes and effects of a threat to specific CIs was 

acquired from the Finnish regional preparedness committees that are a part of the National Emergency 

Supply Organization. The committees consist of preparedness experts from private sector companies and 

public sector agencies and they cover the five different geographical areas of Finland. The domains in the 

committees range from energy sector companies to telecommunications companies, IT companies, media 

organizations, and local and regional authorities. Their goal is to improve the local preparedness and 

business continuity, considering the local characteristics. In this study, we had the opportunity to cooperate 

with the committees in two ways; 1) to use their expert knowledge in the development and testing of the 

method, and 2) applying the method that was developed in the collection of their expert knowledge related 

to ISFIs.  

In this study, the knowledge related to ISFIs covers two types of expert knowledge: 1) expert knowledge 

about the ISFIs based on the experiences gained from the failure situations that have previously occurred, 

and 2) expert knowledge about the hypothetical ISFIs in future situations, which demands a deeper 

understanding of the operating environment of the CIs and the cooperation between the CIs. These two 

types of expert knowledge are included in this research in order to gain results which can be utilized in the 

development of the preparation and response to the threats in both the current and future operating 

environments. The expert knowledge can be, for example, understanding where and how storms and falling 

trees affect the electricity distribution network, which factors affect the restoration of telecommunications 

services, or how to ensure communication with customers in severe failure situations. 

 The ISFI method 

The method developed for identifying the ISFIs is called the ISFI method and it consists of four phases 

that are presented in Figure 1: (1) Preparation, (2) Material collection, (3) Analysis, and (4) Results. The 

method also includes an iterative process of gathering, structuring, and validating the expert knowledge and 
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it occurs between the second and the third phase. The iteration cycle is repeated until the experts consider 

the collected material to be structured and documented with sufficient accuracy and reliability. 

The development of the ISFI method was performed in two phases. In the first phase the concept of the 

method was developed and tested with a pilot group. After the concept was created and tested with the pilot 

group, the cyclical improvement of the collected material and the further validation of the concept were 

conducted with a more extensive group, as described later in the case description. The first phase included 

10 domain experts and the validation and improvement phase included over 50 domain experts. The expert 

groups consisted of preparedness experts from electricity distribution, telecommunications, and IT 

infrastructure companies and domain experts from the National Emergency Supply Agency. 

 

Figure 1 

3.2.1 Phase 1: Preparation 

In Phase 1 the task is to define the critical infrastructures that are studied, create a relevant threat 

scenario, gain initial knowledge about the goals of the actors, and create an initial understanding of the 

interconnections. 

The first task in the preparation phase is to define the critical infrastructures that are studied and from 

which perspective they are studied. The focus can be, for example, on a supply chain, such as energy supply 

or another flow of material or information, or it can be several infrastructures that are interconnected in 

some other ways, such as electricity distribution, telecommunications, and IT infrastructure. Domain 

experts from the selected infrastructures are required later in order to share their knowledge.  

After the focus of the study has been set, the main challenges or threats to the selected infrastructures 

should be identified. This is done in a preparatory workshop, where experts from the selected CI areas 

create a relevant threat scenario and the limitations. The brainstorming method is utilized in this task. The 

creation of the threat scenario is one of the most important phases and special attention should be paid to 

this part. The scenario includes a description of the external threat, such as a storm, and the limitations of 

the scenario. The limitations may include aspects such as the time scale of the scenario and the level of the 

efforts that are considered. For example, in the development of long-term preparedness, major changes such 

as structural and policy modifications can be considered, while a shorter time scale should be considered if 

the aim is to develop preparedness in the current situation. 

The preparation phase also includes a preparatory assignment that will be sent to the experts who will 

participate in the case study in the following phases of the creation of the ISFI method. The assignment 

consists of a description of the defined threat scenario, identification of the actors’ main goals in that 

scenario, and examples of ISFIs for the given organizations. The goal of the preparatory assignment is to 

describe the threat scenario to the actors and to find out the initial effects of the scenario and the possible 

ISFIs. The results of the assignment provide the initial information for the following phases of the ISFI 

method by clarifying the main goals of each actor in the given scenario and will also assist in facilitating the 

following workshop. 

3.2.2 Phase 2: Material collection 

The task of the second phase is to collect expert knowledge of the sector-specific and cross-sector ISFIs 

by organizing facilitated workshops where the material is collected. The iterative perspective of the method 

focuses on the second and third phases, where the material is collected in a workshop, structured in the 

analysis phase, validated and improved in a subsequent workshop, and structured and improved in another 

analysis phase, a cycle which is continued until the collected and structured material is satisfactory. 

The difference between the ISFI method and the Delphi method is related especially to the anonymity of 

the experts. Even though the anonymity of the Delphi has benefits such as the freedom of opinion and 

minimizing the effect of dominant characters. In ISFI, a facilitated face-to-face approach was selected to 

promote the cooperation among the actors who would also cooperate in the crisis situation. The selection is 

done because the benefits of enhanced cooperation are seen greater here than the benefit of the anonymity 

in the process. There is difference also on how the information is collected: Delphi method focuses on 

iterative questionnaires while the ISFI method focuses on preliminary questionnaire and in iterative 

workshops. The reason is partly the same as with the anonymity, but also the possibility to exploit different 

types of brainstorming and information structuring and visualization methods. Other aspects such as the role 
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of the facilitator and the structuring and filtering of the collected information in ISFI method are similar to 

Delphi method. In the following the details of the presented ISFI method are discussed. 

In the first round, the representatives from the selected CIs meet for the first time in a face-to-face 

workshop where the brainstorming method is utilized. In the workshop, they present their answers to the 

preparatory assignments and compare their results, focusing on the direct consequences of the threat 

scenario for each CI. After that, they change the focus to the indirect consequences, discussing how the 

failures of other CIs influence their own. It should be noted that in the first workshop it is important to gain 

an initial understanding and structure that can be improved in the following workshops. 

In the following rounds, the representatives from the selected CIs participate again in face-to-face 

workshops. The workshops are semi-structured and the brainstorming method is utilized, i.e., the facilitator 

provides the framework for the discussion, but the panel members should be able to discuss freely within 

and partially outside the theme. As the conversation may wander around, the facilitator has a significant 

role. The framework consists of a presentation about the structured information about the sector-specific 

and cross-sector ISFIs. The information is structured in mind maps and the ISFI matrix created in Phase 3 

on the basis of the previous iteration round. After the facilitator has provided the framework, the experts 

discuss the presentation and focus on the parts of the presentation that are misleading and what kind of 

important information is still missing. Each CI domain and its sub-domains are discussed in detail, and 

failures and their potential origins, consequences, and the possibility of their occurring are detailed from a 

given CI perspective. 

The discussions are recorded. The possibility of having an audio record aids in the further analysis and 

documentation of the workshop material. The benefit of collecting the knowledge in cooperation is that 

instead of reporting existing knowledge, there is the possibility of generating new aspects and solutions to 

the current system. Special attention should be paid to trust as this is one of the key factors in a successful 

and productive workshop. 

3.2.3 Phase 3: Analysis 

The task of the analysis phase is to structure the collected information into ISFI factors and to create 

causal relationships for the failure factors that have been identified. The recorded workshop material is first 

structured into mind map documentations. After the mind maps have been supplemented and validated in 

consecutive workshops, the resulting mind map documentation is used in the creation of an ISFI matrix that 

describes the causal interconnection for sector-specific and cross-sector ISFIs. 

The material from the workshops may be vast and complex and the structuring of the collected 

knowledge is required. For each critical infrastructure under study a separate mind map is generated, with a 

similar structure. Figure 2 gives an example of partially structured information. The branches on the left-

hand side contain the factors that are given: (1) the description of the defined threat scenario and its main 

impact factors, and (2) the classification of the critical infrastructures that the CI being studied might be 

dependent on in the current threat scenario. The classification of CIs can be generic, national, or case-

specific. In order to assess (3) the direct consequences and potential failures of a certain field of business, 

e.g., for the electricity distribution company, the functions within a certain field of business are divided into 

suitable categories, such as failures in a) physical structures, b) services, and c) maintenance. These should 

be further specified with detailed descriptions of the failure types, and for each failure type the origin of the 

failure, the potential consequences, and the possibility of its occurrence should be estimated. Finally, (4) the 

potential dependencies of other CIs’ service failures in the given scenario should be classified and 

documented from the workshop material. The classification of the CIs in branch 2 gives a rough 

classification and more detailed subclasses should be defined during the course of the work as these can be 

case-dependent. The completed mind maps for each field of business under investigation give us a detailed 

description of the failures and interdependencies in the given scenario. This material will be further 

improved and validated in the following workshops until the participants consider the documented material 

in the mind maps correct and complete. 

 

Figure 2 

 

After the failure types and ISFIs have been collected, the terms of the failures defined, and the failures 

classified into failure types, using the method of mind maps, the information content of the mind maps can 
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be combined in one infrastructure service failure interdependency matrix (later the ISFI matrix). The goal of 

the ISFI matrix is that it forms the potential cause-effect links both between the factors of the threat 

scenario and the potential failures, and between the failures and other failures. The ISFI matrix presents the 

sector-specific and cross-sector ISFIs. An example of an ISFI matrix is presented in Figure 3. All of the 

sectors and all of the failures are included in the first column and the first row of the ISFI matrix. The rows 

present the cause failures and the columns present the potential effect failures. In addition, the threat 

scenario has been included in the first rows. The columns are identical to the rows, except for the threat 

scenario. The potential causal relationship has been marked with an ‘X’. 

 

Figure 3 

 

The process of combining the information content of the mind maps into the ISFI matrix includes two 

steps: 1) the development of the template of the ISFI matrix, and 2) the process of filling the ISFI matrix.  

The development of the template of the ISFI matrix requires the sectors of CI and their failures to be 

categorized well enough in the mind maps. The template of the ISFI matrix includes the hierarchical levels 

of the failure types consisting of the sectors of CIs (Sector 1, 2, 3, …), the types of upper-level failure types 

common to all the three sectors (Failure 1.1, 1.2, 1.3, …), and the lower-level failures (Failure 1.1.1, 1.1.2, 

…), which are the sector-specific detail failures. The detailed failure types are partly similar to all of the 

sectors but the sector-specific terminology has also been included at the lower level. 

When the causal relations are being added to the ISFI matrix, the input information comes from the mind 

maps, which includes the information about the sector-specific failures (branch no. 3 in Figure 2) and the 

dependencies on the potential service failures of other sectors (branch no. 4 in Figure 2). The process of 

filling the ISFI matrix starts from the filling of the lower-level ISFIs, for example the ISFI between Failure 

1.1.1 and Failure 1.2.1, which is marked with an ‘X’ in Figure 3. After that, the potential causal relations 

are defined between the failures at the upper level in the failure hierarchy if at least one of the causal 

relations is defined between lower-level failures. For example, in the ISFI matrix presented in Figure 3, the 

potential causal relation has been defined between Failure 1.1 and Failure 1.2 because the causal relation 

has been defined between Failure 1.1.1 and Failure 1.2.1. 

3.2.4 Phase 4: Results 

The task of the fourth phase is to form a visual presentation which makes it easier to understand the 

failure interfaces between the CIs and the chains of dependencies. The completed mind maps and ISFI 

matrix serve to structure the ISFIs and document the causal interconnection in the given scenario. Even 

though the ISFI matrix includes the direct and indirect consequences of the threat scenario, the indirect 

dependencies and the chains of failures are not easy to perceive and understand without a suitable method. 

They can be presented as system diagrams. The system diagrams visualize ISFIs and provide an insight into 

the failure interfaces between the CIs and the chains of dependencies, as shown in Figure 4. The chains of 

dependencies answer the questions of where the failures originate and what kinds of indirect effects the 

failures can have, such as hindering the recovery efforts. 

The system diagrams can be derived from the ISFI matrix, which includes all the potential causal 

relations between the failures. In addition to the causal relations between two failures, the indirect causal 

relations and the potential cascading effects can also be derived from the ISFI matrix. The process of 

deriving a system diagram from the ISFI matrix has two steps. In the first step, a cause failure and an effect 

failure are defined on the basis of the ISFI matrix. For example, in Figure 3 and Figure 4, the first cause 

failure is Failure 1.1.1 and the effect failure caused by the first failure is Failure 1.2.1. In the second step, 

the effect failure defined in the first step is reviewed as a cause failure. The effect failures can be reviewed 

as cause failures because the columns are identical to the rows in the ISFI matrix. After that, the process 

returns to the first step; the effect failure caused by the reviewed cause failure is defined on the basis of the 

ISFI matrix. Figure 4 presents the chain of failures that can be derived from the ISFI matrix in Figure 3; 

Failure 1.1.1 causes Failure 1.2.1, which causes Failure 2.1.1, which causes Failure 2.2.1.  

 

Figure 4 
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The result of the ISFI method is collected, documented, and structured knowledge on the scenario-

specific ISFIs for the selected CIs. On the basis of this material, the preparedness can be developed in 

cooperation from the systems perspective.  

 Result – a case study of a severe winter storm 

The method that is described in this study was developed and applied with the Finnish regional 

preparedness committees in the years 2014-2015. The project was funded by the National Emergency 

Supply Agency. The concept development and validation of the initial results occurred in 2014, while the 

further improvement and broader application took place during 2015. The development and the application 

of the method in the case study is next described phase by phase. For confidentiality reasons detailed results 

are not discussed here but a description of how the method can be applied will be given. 

In the first phase the planning group defined the threat scenario, the infrastructures being studied, and 

other specifications that should be considered. The planning group consisted of representatives from the 

National Emergency Supply Agency, from one of the regional preparedness committees, and from the 

project group researchers.  

The goal was to limit the study to the current operating environment and to find out the current state of 

preparedness related to the scenario at hand. Long-term infrastructure development, such as the potential 

need for major improvements to the physical structures, was left out at this stage. The infrastructures that 

were studied included electricity distribution, telecommunications, and IT infrastructure. Company 

representatives from these CIs were invited for the further application of the method. In order to identify the 

broader interdependencies, representatives from other CI fields, such as healthcare and government 

agencies, were invited as well. The operating areas of the invited organizations are nationwide, and the 

expert members are key preparedness experts within their organizations. 

In this case study, a scenario with a severe winter storm in combination with an influenza pandemic was 

described. The effects of storms have been a major challenge for electricity distribution networks and 

telecommunications networks in Finland lately, and a lack of resources increases the challenge of scalability 

in this type of scenario. This scenario involved a severe winter storm with freezing rain that moved across 

southern Finland during January 2014. Because of the current trend in climate change the likelihood of such 

a scenario in Finland has increased and the potential consequences could be unexpected. During the storm, 

there was also an influenza pandemic that limited the available resources. The motivation of the scenario 

was to affect physical infrastructures and the resources available so that the results would cover broader 

preparedness requirements. The scenario could then be used to find the potential scalability challenges, as 

well as the potential operational and structural challenges.  

The preparation phase also included a preparatory assignment that was sent to the actors who 

represented the CI organizations in the subsequent workshops. The preparatory assignment was sent to the 

participants before each workshop. The goal of the assignment was to describe the scenario to the actors 

and find out the main goals of the organizations and the potential dependencies on other organizations’ 

service failures in the given scenario. The results of the assignments provided initial information for the 

interdependency descriptions by clarifying the main goals of each actor in the given scenario. The 

motivation was also to prepare the participants in order to have productive workshops. The results of the 

preparatory assignments were discussed in detail in the workshops but for confidentiality reasons are not 

discussed here.  

In the second phase, a pilot workshop was first arranged to test the concept that had been created and to 

establish an initial understanding regarding the scenario and the possible failures. In the workshop there 

were two representatives from electricity distribution companies, two from telecommunications companies, 

and one from an IT infrastructure company. The material was collected in such a way that each field of 

business presented their main goals in the given scenario, possible failures, and potential failure 

dependencies on other CI companies. The discussions were recorded so that the focus remained on the 

discussion and not on the structuring of the knowledge that was collected.  

The collected material was structured after the pilot workshop with a mind map and the documentation 

that was produced was improved and validated in a second pilot workshop. The mind map perspective will 

be discussed in more detail in the next part. After the validation of the collected and structured material, the 

further improvement of the material was able to take place in the following four workshops. In the 

following workshops the procedure was repeated. The participants were from the same domains as before 
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but from different companies and from different operating areas. In addition, participants from other CI 

fields, such as healthcare and government agencies, were present as well. The total number of preparedness 

experts in the six workshops during the project was over 50. 

After each workshop the collected material was transcribed and, on the basis of the material, the 

structuring and improvement of the information could be performed. After the first pilot workshop, an 

initial structure was acquired and in the subsequent workshops the material was improved. The main 

categories for the direct consequences in the case were failure in structures, failure in services, and failure in 

maintenance. Within these themes the actors provided more detailed information on the possible failures 

within each domain. The dependencies on other service providers’ failures followed the classification of the 

vital functions of Finnish society. An example of structured information using the mind map technique is 

presented in Figure 5. When an initial structure for each CI has been acquired and sufficient failure types 

have been identified, the potential causes, consequences, and possibilities of occurrence can be identified 

and documented for each failure type. This information aids in generating the ISFI matrix later.  

 

Figure 5 

 

After the failure types and ISFIs had been collected in the mind maps, the terms of the failures defined, 

and the failures classified into failure types, we combined the information content of the mind maps in one 

ISFI matrix. Part of the ISFI matrix is presented in Figure 6. 

The ISFI matrix includes the hierarchical levels of the failure types consisting of the sectors of CIs: the 

electricity distribution, telecommunications, and IT infrastructure companies, the three types of upper-level 

failure types common to all three sectors: the failures of physical structures, the failures of service 

production, and the failures of maintenance, and the lower-level failures, which are the sector-specific detail 

failures. The detailed failure types are partly similar in all of the sectors but sector-specific terminology has 

also been included at the lower level. 

As in Figure 6, ISFIs are marked with an ‘X’. The cross-sector ISFIs are usually defined in such a way 

that a service failure in one sector causes a failure (in structures or in maintenance) in another sector. For 

example, a causal relation has been defined between Failure 1.2.1 – Failure in electricity distribution and 

Failure 2.1.1. In situations where the detailed information about the failures or ISFIs is classified or 

business-critical, it is possible to define the cross-sector ISFIs only at the upper level of the failure type 

hierarchy, for example between Failure 1.2 and Failure 2.1 in Figure 6. 

 

Figure 6 

 

In order to provide an insight into the failure interfaces between the CIs and the chains of dependencies, 

we visualized ISFIs as system diagrams. System diagrams make it easier to perceive and understand the 

indirect failures and the chains of failures that were related to the threat scenario, which can be difficult 

directly from the ISFI matrix. 

An example of a system diagram is given in Figure 7, where the effects of the threat scenario and failure 

dependencies on the part of the electricity distribution company are illustrated; strong winds, piling of ice, 

and falling trees cause Failure 1.1.1 – Failure in medium-voltage network, which causes Failure 1.2.1 –

Failure in electricity distribution, which causes failures in the telecommunications company: Failure 2.1 – 

Failure in structures, which further causes other failures. The detailed diagrams of all the interdependencies 

were not included in this paper for reasons of space and confidentiality. 

 

Figure 7 

 

The classification of the fields of business and failure categories allows the interdependencies to be 

studied from different scales for each infrastructure. The ISFIs can be studied, for example, from a cross-

sector perspective or from a sector-specific perspective, as shown in Figure 8. The key is to identify the 

service-level interfaces between CIs and the factors that may cause the potential service failures. 

 

Figure 8 
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In this study, the causalities were not weighted, although the approach enables it. Therefore, the system 

diagrams act as the system description in our case, depicting the relevant interconnections between the 

infrastructures and functions. The main goal was to focus especially on illustrating the direct and indirect 

consequences of the threat scenario. The system diagrams answer the questions of where the failures 

originate and what kinds of indirect effects the failures can have; e.g., in Figure 7, Failure 2.2.1 is the 

indirect effect caused by Failure 1.1.1.  

 Conclusions and Discussion 

The proposed method enables the identification and structured description of the potential sector-specific 

and cross-sector ISFIs of CIs that would potentially occur in several kinds of cascading failure situations. 

The description is based on the stakeholders' shared view, and the terminology of the failures is consistent 

across stakeholders. The descriptions enable the stakeholders to develop their preparedness and response 

plans in a way that takes into account the system as a whole. The involvement of the preparedness experts 

in the process increases their awareness of the system as a whole and promotes cooperation among the 

organizations. 

The benefits of this approach are that the system can be developed into a more resilient one that is based 

on the stakeholders' common knowledge and that the likelihood of a cascading failure can then be 

mitigated. This allows a more focused and cost-effective response as well, as the cause-and-effect 

relationship and possible failure dependencies have been identified beforehand. The benefits of the 

approach for the infrastructure companies lie in the minimized service downtime that is the result of the 

increased cost efficiency in the response efforts and in the mitigation of possible cascading failure. 

This article contributes to the scientific discussion about the protection of the CI and infrastructure 

service failure interdependencies filling the gap described in the related research section. Only a few articles 

have been published that focus on the methods for identifying the ISFIs, and few articles focus on the 

identification of the ISFIs in a detailed way, especially cross-sector ISFIs, and especially in cases where 

experts' knowledge of the ISFIs is distributed among the experts’ tacit knowledge in several CI systems.  

From the methods published earlier, the online questionnaire method described by Laugé et al. [23] is 

the most similar to and most comparable with the method presented in this article. The results by Laugé et 

al. [23] offer general-level information about the ISFIs. However, they offer no detailed information, such 

as which parts of the CI would fail because of the failures in some other parts of the CI. Compared with the 

method described by Laugé et al. [23], our method is designed to identify the infrastructure service failure 

interdependencies in a more detailed way. The approach presented in this paper attempts to combine the 

scalability challenge by identifying the root causes and their effects and by classifying these entities in such 

a way that the interdependencies can be presented both on a detailed and a general level.  

The difference between the presented ISFI method and the Delphi method was discussed in the section 

3.2.2. While the Delphi method is designed to gain consensus over a topic with wide panel in combination 

with the freedom of expression (that is the anonymity), the ISFI method promotes cooperation with more 

compact group. When we study specific infrastructures and their interdependencies, local characteristics 

become important and therefore more compact expert group size is inevitable. The benefit of the workshops 

is the added possibilities to ensure the coverage and quality of information with the smaller group size 

compared to traditional Delphi approach. If the information collection would have been done only by 

questionnaires as in the traditional Delphi approach, the risk for misinterpretations and inadequate coverage 

of answers would grow. The challenge of the bias or dominant participants in the selected information 

collection method in ISFI can be mitigated with good facilitation techniques and by selecting suitable expert 

panel members.  

The use of an expert panel in the collection of the material has both benefits and challenges. Obvious 

benefits are firsthand knowledge and the close dialogue with the infrastructure preparedness representatives. 

A potential challenge lies in the successful formation and facilitation of the panel, which is considered a 

delicate topic. However, our experience proves that the stakeholders are open to the improvement of 

preparedness for the cooperation that they would inevitably have to give in disaster situations. The approach 

can be seen as part of business continuity planning and maintenance of the related preparedness networks. 

The formation of the scenario also affects how comprehensive the results will be. This is the challenge in 

case-based qualitative research, and special attention should be paid to the detailed and solid planning of the 

scenario. Generally, the involvement of preparedness experts in the planning phase helps to overcome this 
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challenge. The challenge of adequate or broad enough material collection can be mitigated by organizing a 

set of workshops with varying panels, where the material is supplemented and commented on 

incrementally. The single scenario approach does not necessarily cover the different aspects required to 

develop the infrastructures into more resilient ones. Therefore, additional iterations for the selected 

infrastructures with different scenarios might be required. These iterations with complementary scenarios 

should provide additional information on the potential vulnerabilities of the system under study. This would 

lead to more comprehensive view on the potential vulnerabilities related to the infrastructures under study. 

The material of different scenarios can also be validated in exercises together with the infrastructure 

organizations. This was not in focus of this study, but should be taken into account in the future research.  

Future research requirements are identified as a need to focus on analyzing geographic perspectives of 

the ISFIs and on developing automatic data mining methods for the documented data. The potential of 

geographic information analysis in studying the local impact of the phenomena should be studied in detail. 

The spatial context of the CI is one of the key factors in defining ISFIs. For instance, an electricity 

distribution failure may cause failures in the telecommunication network only in a specific geographical 

area. Therefore, the location of CI and the spatial dependency that is involved should be included in future, 

for instance, by using spatial analysis methods. A map representation of the results could be used in order to 

give decision makers a better understanding of the spatial interdependencies of the CI within a specific area. 

The system descriptions that are acquired by using the presented method can also aid in developing spatial 

analysis processes. The identified factors and their causalities may provide initial requirements for datasets 

and analysis. 

An ISFI matrix was used to record the cause and effect of infrastructure failures. However, it is not easy 

to manually extract interdependency chains when many failure elements from different infrastructures are 

involved. It is hard to see, for instance, which failure interdependency chain has the greatest impact on the 

overall infrastructure interdependency network. Therefore, a method can be developed in the future to 

extract the most frequent appeared dependencies in ISFI matrix automatically and make the information 

query more efficient. Failures of three types of CI (electricity distribution, telecommunication, and IT 

infrastructure) were defined in the research work by using experts' knowledge. In the future, it would also 

be possible to include more CIs, such as the water system, banking and finance, or logistics. This would 

allow for a more comprehensive perspective on ISFIs. In future the numerical approximations of the failure 

types could be evaluated so that the ISFI matrix could be supplemented with weights that can be for 

example probability of occurrence or resulting costs. This information could be used in quantitative analysis 

of the system. . The quantification of known failures can be done based on existing data, but the 

quantification of potential failures requires expert estimation. The ISFI matrix can also be utilized in 

knowledge management systems in the context of crisis management. The term knowledge management 

system refers to the information system which supports knowledge creation, storage, and reuse processes: 

provide a shared knowledge space with the use of consistent and well defined vocabulary, model and 

explicitly represent knowledge, and allow reusable knowledge [43,44]. Through integrating the ISFI matrix 

into the knowledge management system, the chains of ISFIs (cascading effects) that can be extracted from 

the ISFI matrix could then be utilized in the analysis of how the ongoing crisis situation potentially 

progresses. This would make the crisis response more efficient. 
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Figure 1: The ISFI method and its phases. 

 

Figure 2: An example of a mind map for material classification and documentation. 

 

Figure 3: The ISFI matrix presents the sector-specific and cross-sector ISFIs with an ‘X’. 
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Figure 4: The indirect causal relations and the chains of failures can be visualized through the system 

diagrams. 

 

Figure 5: Example of the identified and structured sector-specific ISFIs. 

 

Figure 6: Example of an ISFI matrix; specific descriptions are not included because of space limitations and 

for confidentiality reasons. 
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Figure 7: Example of a system diagram that describes the consequences of the threat scenario from the 

viewpoint of the electricity distribution company and the telecommunications company. 

 

Figure 8: Example of sector-specific ISFIs. 



ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T
 


